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Purpose

Success in deterring, preventing, preparing for and responding to a bombing incident at a school, involving conventional or non-conventional explosives, relies on the establishment and maintenance of a robust crisis and consequence management infrastructure.  Emergency responders must be adequately trained, equipped, exercised and funded, in order to ensure their ability to effectively respond and conduct relief and recovery operations, as part of an interagency team.

The United States Congress has recognized the need for federal programs to assist state and local jurisdictions with preparations against the threat of bombing incidents.  Recent events within the U.S. and abroad have demonstrated the urgency for assistance activities.  As threats have increased and evolved, the U.S. Government has expanded its support for initiatives to prepare federal, state and local emergency services personnel to respond appropriately and safely to incidents involving traditional explosives.

The U.S. Department of Homeland Security, through the Office of Domestic Preparedness, is supporting several major initiatives to improve the capability of emergency services agencies to respond to bombing incidents.  This course, Understanding and Preparing for School Bomb Incidents (UPSBI)—a self-paced course developed by New Mexico Institute of Mining and Technology—is one of those major initiatives.  It is designed to provide awareness level training to firefighters, law enforcement officers, emergency medical technicians and school employees who are responsible for planning for and responding to bombing incidents in schools.

Instructional Goals

Cognitive Goal

At the end of this course, participants will be able to: 

· Describe factors involved in school bomb threats

· Identify critical response actions based on scenario types and factors associated with time, distance and shielding

· Recognize the primary components of an Improvised Explosive Device (IED)

· Identify critical components of a school bomb related response plan  

Affective Goal

This course is designed to instill in participants a respect for the destructive potential of energetic materials that may be used in school bombing incidents.

Target Audience

The target audience for this course includes:

· State and local first responders, particularly school resource officers, and fire and law enforcement agencies that respond to bomb related incidences at schools. 

· School personnel involved in planning for or directing response to school bomb incidents.

Scope of Course

Understanding and Planning for School Bomb Incidents (UPSBI) is a self-paced, awareness level course for first responders and school officials.  This course provides information required for formulating safe and effective response plans for school bomb incidents and addresses a variety of pre-incident issues, including countermeasures and pre-attack indicators. 

Certificate and Credit

A New Mexico Tech Certificate of Completion will be mailed to all participants who successfully complete the course requirements.  Continuing Education Units (CEUs) awarded for completion of the course will be listed on the certificate.

Course Structure

· Lesson 1: Understanding the Threat 

· Lesson 2: Responding to a Threat

· Lesson 3: Recognizing Improvised Explosive Devices (IEDs)

· Lesson 4: Implementing Preventive Measures
LESSON 1:  Understanding the Threat
Summary

Bombing incidents have occurred with some frequency at schools in the United States.  Historically, most incidents have been minor, involving only a threat (with no explosive materials or devices present) or small bombs that, while dangerous, were capable of causing only limited damage.

Times have changed.  All public facilities, including schools could be targets for larger devices—the kind that can cause extensive damage and widespread fatalities and/or injuries.  In order to prepare for potential bomb incidents and respond to them when they occur, emergency responders and school employees must be familiar with the threat posed by bombers.  Without that familiarity, security measures and procedures, and the tactics, techniques and procedures (TTPs) employed during incident response may not be focused on critical actions for effective and safe response under the unique circumstances associated with the actual threat.
None of the above is mentioned in Lesson 1. Because of that, it is not a summary. 

Here is the summary from the curriculum document:

Because of the potential impact on lives and lost curriculum time, any bomb related incident, including bomb threats, must be taken seriously and assessed on its individual traits. Effective response is critical— it reduces the likelihood of future threats, and may possibly minimize damage and injuries. 
A school response plan describes the protocols for a variety of possible incidents. Reflecting the policies of the school district and community emergency response agencies, a school response plan is unique to a school. A bomb incident response plan is one component of a school response plan and describes the protocols a school will use in the event of a bomb incident.

A threat is an alarming statement or behavior that gives rise to concern about subsequent violence. Threat assessment is the process of classifying the danger level of a threat, determining the likelihood that it will be carried out, and designating an appropriate response. A multi-disciplinary team approach to threat assessment assesses a threat in social, mental, and physical dimensions. 

Research indicates that school communities can do much to prevent violence. In fact, most acts of school violence, including school bomb incidents, are not impulsive. The US Department of education has identified three levels of warning signs of aggressive student behavior. These include early, imminent, and immediate warning signs. Early warning signs may indicate that a student needs help. Imminent warning signs are usually exhibited as overt, hostile behaviors and require an immediate response. Immediate intervention is required when the safety of others is at risk and intervention by school officials and possibly law enforcement is necessary.

Time Allocated: Self Paced
Method of Instruction: Web Based Training
Lesson Objective:  At the end of this lesson, participants will be able to apply accurate threat information in the formulation of plans and TTPs for bomb incident response.

Enabling Learning Objectives:  

· Given a list of possible contributing factors, participants will be able to identify factors involved in school bomb incidents. 
· Given a summary of potential scenario components, participants will be able to develop appropriate scenarios for a school response plan. 
· Given a list of actions, participants will be able to identify the basic steps in a threat assessment. 

· Given a list of student behaviors, Participants will be able to recognize warning signs of aggressive student behavior.
· Given a hypothetical school bomb incident, participants will be able to identify factors that should be considered in formulating response protocols.  
Evaluation Strategy

Participants will be administered an end of lesson test with questions based on all Enabling Learning Objectives.  A passing score of 70% must be obtained before proceeding to the next lesson.

LESSON 2:  Responding to a Threat
Summary

Effective response to school bomb incidents requires coordinated efforts of school staff and first responders.  Teamwork is essential for success.  

For first responders, their actions at a bomb incident are largely scenario driven.  Those actions must address a variety of variables that make each incident unique.  For school staff, the principal decision involves deciding whether to evacuate of lock down.  However, each procedure is associated with certain critical tasks that must be performed successfully in order to ensure a safe and effective response.

Time Allocated:  Self Paced
Method of Instruction:  Web Based Training
Lesson Objective:   At the end of this lesson, participants will be able to plan for and implement safe and effective response actions for bomb incidents.
Enabling Learning Objectives: 

· Given a list of actions, participants will be able to identify those actions required for documenting and responding effectively and safely to a bomb incident

.

· Given descriptions of bomb incident scenarios, participants will be able to:

-   Categorize incidents into one of three bomb scenario types.

-   Identify appropriate procedures for recording threat information based on the method of threat delivery.

-   Identify appropriate procedures for the identification and preservation of evidence.

-   Identify correct evacuation decisions and procedures. 
Evaluation Strategy

Participants will be administered an end of lesson test with questions based on all Enabling Learning Objectives.  A passing score of 70% must be obtained before moving on to the next lesson.

LESSON 3:  Recognizing Improvised Explosive Devices (IEDs)
Summary

Homemade bombs are called improvised explosive devices, or IEDs.   They are often designed to look like objects typically found in the target area.  For example, a bomb designed for a school could be packaged in a book or backpack. 

The kind of bomb design and packaging used by a bomber is limited only by his/her imagination.  This substantially complicates the task of the bomb once it has been placed at the target. 

It is important to note that the ability to identify an IED does not equate to other abilities required to render safe or disable an explosive device. 

Time Allocated: Self Paced
Method of Instruction: Web Based Training
Terminal Learning Objective:  At the end of this lesson, participants will be able to identify a “suspicious item” (potential IED) based on visual clues and situational factors.  
Enabling Learning Objectives: 

· Given a list of materials, participants will be able to identify materials that could constitute a major component of an IED.

· Given descriptions of items encountered in a school environment, participants will be able identify items that could conceal or contain an IED.
Evaluation Strategy

Participants will be administered an end of lesson test with questions based on both Enabling Learning Objectives.  A passing score of 70% must be obtained before moving on to the next lesson.

LESSON 4:  Developing Preventive Measures
Summary

Prevention and mitigation are the major objectives of any school prevention and response plan.  The goal of prevention is to stop a bomber from attacking a school or cause him/her to look elsewhere for bomb targets, thus reducing or eliminating the need for executing a bomb incident response.  Mitigation is what schools do to reduce or eliminate risk to life and property.  If a bomber tries to attack the school, the potential impact of that attack is minimized, both in terms of damage to property and injury to victims.

Time Allocated: Self Paced
Method of Instruction: Web Based Training
Terminal Learning Objective:  At the end of this lesson, participants will be able to formulate effective and safe preventive measures and incorporate them into a safe and effective prevention and response plan.
Enabling Learning Objectives: 

· Given a list of potential security measures, operational procedures and related actions, participants will be able to identify actions that could serve to prevent a bomb incident in a school.   
· Given a list of potential entries to a school prevention and response plan, participants will be able to identify entries that would contribute to a safe and effective bomb incident response.

· Given a list of training initiatives, participants will be able to identify actions that would contribute to effective execution of a school bomb incident prevention and response plan.
· Given a list of proposed exercise initiatives, participants will be able to identify actions required for conduct of an effective exercise program in support of a school bomb incident prevention and response plan.

Evaluation Strategy

Participants will be administered an end of lesson test with questions based on all Enabling Learning Objectives.  A passing score of 70% must be obtained.
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